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A s the recent events in Paris have 
sadly shown, pubs and bars can be 
targets for terrorism, given their 
relatively limited protective secu-

rity measures.
A guide published by the National Counter Ter-

rorism Security Off ice and others will help you to de-
cide what security improvements you need to make 
to your premises and what type of security and con-
tingency plans you need to develop.

I have spoken about this with Roy Ramm, former 
commander of Specialist Operations for the Metro-
politan Police and now managing director of Extra-
Yard Limited. This is what he 
told me.

“Spend any time at all in 
central London and you’ll 
be familiar with the kind of 
premises that traditionally 
have been terrorist targets. 
They’re easy to spot: they 
have armed police guarding 
them! The recent events in 
Paris have not simply high-
lighted an existing men-
ace; they have identified an 
entirely new dimension to 
the threat from the brand of 
Islamic fundamental terrorism pursued by ISIL. 
Places of public entertainment and recreation 
are squarely in their sights.

“Police forces across the UK – already stretched 
by cuts in resources – will be hard pushed to pro-
vide the kind of comprehensive response the lei-
sure sector needs to confront this new widespread 
and indiscriminate threat. Whilst only the police can 
provide the hard-edged armed response, business-
es can mitigate their own risks by not being a soft  
target for terrorist attacks. 

“The first step is to identify and understand 
the threat to your business. The simplest way to 
do this is by assessing your business against a 

risk assessment matrix. That means considering 
factors like the geographical area in which you 
operate, your proximity to harder targets, the cus-
tomers you attract and a range of other indica-
tors that can make your premises a more attrac-
tive target for terrorists. It also means monitoring 
changing circumstances and understanding why 
one day you may not be on the terrorist radar but 
on it the next. It’s not about what you think about 
your business: it’s about what a terrorist thinks 
about it.

“Next, decide what you need to do to mitigate 
your risk. There might be simple changes to the 

way you operate your busi-
ness or some physical altera-
tions that improve protec-
tion for your premises and 
your customers. 

“Whatever you do to miti-
gate risk, your staff  will play a 
crucial role – not easy in an 
industry with a high turnover 
of part-timers – but training 
in every aspect of your se-
curity is critical. So training 
needs to be easily delivered. 
And plans need to be prac-

tised and revised: in the mid-
dle of a crisis, you don’t want to be looking for the 
crisis plan.

“With a career first as a senior Scotland Yard 
officer and then a couple of decades in the leisure 
sector, worrying about this kind of problem for an 
international leisure and gaming operator, there 
are a few lessons about security I’ve learned the 
hard way, perhaps the most important of which is 
that in the fight against crime or terrorism I don’t 
want to be on the side without a plan.”

Roy Ramm and ExtraYard Limited off er a range of 
security consulting and investigative services from 
experienced former police off icers and security ex-
perts, and can be contacted on 0207 553 7960.   

David Clift on, director of Clift on Davies Consultancy 
Limited, discusses with Roy Ramm counter terrorism 
protective measures that can be taken by pubs and bars

Q:  Is planning permission needed to turn 
my local pub into a supermarket?

A:   Under planning legislation, planning permis-
sion is not required for a change from class A4 
pub use to class A1 supermarket use, provided 
that the pub is not listed as an asset of  com-
munity value. The removal of  permitted de-
velopment rights for pubs so listed came into 
force with effect from April this year. Howev-
er, your local authority could restrict the pub 
turning into a supermarket by putting in place 
an Article 4 Direction, which removes permit-
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ical area, and requires planning permission 
for all new development and any renovations 
to existing buildings. 

9"�� �+IV� _M� Z]V� I� K][\WUMZ� ZINÆ�M� QV� W]Z�
bar in the run-up to Christmas to raise 
money for local charities?
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be run by a business, at its own premises and 
for its own customers, as long as no prize is 
more than £50 in value and at least seven 
days elapse between draws. However, all of  
the proceeds of  ticket sales must be spent on 
prizes and expenses. This is because customer 
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nately they are unsuitable for fundraising of  
the type you propose. 

Q:   Is it true that 24-hour licensing is going 
to come to an end?

A:   I think you might be referring to a recent survey 
by the Institute of  Alcohol Studies, which found 
there to be widespread fear amongst emergency 
service workers of  being attacked when dealing 
with alcohol-related incidents. 68% of  police of-
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However, there is no indication that the govern-
ment will implement their call for a return to the 
old permitted hours.

Questions & AnswersCounter terrorism and protective security advice


